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Hi Everyone, 
 
As we head to 
the end of the 
year a few 
things are 
worth keeping 
an eye on. The 
US-China trade 
war remains at 
the forefront of 
market uncer-
tainty; howev-
er, talks have 
improved and 
there is in-
creased opti-
mism that pro-
gress will be 
made. The re-
cent impeach-
ment inquiry is 
another issue 
we are monitor-
ing. Economists 
estimate 2% 
GDP growth in 
2020.  
 

Sincerely, 
Matthew 
Geremia 

 
You’ve Been Hacked or Spoofed: Now What? 
Presented by Stephen Geremia 
 
Unfortunately, many of us who become victim to any sort of information security breach 
won’t know until someone else tells us. For example, we might get a message or call from a 
friend asking why we sent that “spammy” email with a link to a free Amazon gift card. Have 
we been hacked? Spoofed? And how do we prevent it from happening again? 
 
Here, we’ll discuss the difference between hacking and spoofing, plus provide some simple 
tips to help protect your personal information. 
 
Spoofing Vs. Hacking 
Let’s start by taking a look at what happens when you’ve been spoofed versus what it means 
to be hacked. 
 
Spoofing. You might think of spoofing as something like falsifying a letter  sent via the 
USPS. Anyone can write a letter, sign someone else’s name, and put that individual’s return 
address on the envelope. If you were to receive that phony letter, you would likely believe 
that it came from the individual who supposedly signed it and from the return address indi-
cated. In reality, it could have been sent from anyone, anywhere.  
 
Spoofers often forge the header information of the emails they send (i.e., the To, From, and 
Subject lines, as well as the time stamp and path that the emails took to arrive in your in-
box). They do this in an attempt to make it appear as if their messages came from someone 
or somewhere you know (e.g., a friend or familiar organization like Bank of America). The 
goal? To get you to respond to their spam or to click on the malware-laden links or attach-
ments in their phony messages. 
 
When an email address has been spoofed, the spammer doesn’t gain access to your email 
account. Hacking, however, is a different story. 
 
Hacking. This is when a cr iminal actually gets into your email account. He or  she can 
do this in a number of ways—by sniffing your activity on a public Wi-Fi network, through a 
phishing email, or via password-guessing software. Once in, the hacker will have access to 
all the information stored in your email account. This might include your contact list, bank 
account numbers, credit card information, online transaction receipts, and emails from other 
organizations confirming changed passwords (making it easier to identify other accounts of 
yours that can be hacked).  
 
What’s Next? 
Unfortunately, there is no way to prevent spoofing. If your email address can be viewed 
publicly somewhere on the internet, someone can spoof it. But there are steps that you can 
take if you’ve been hacked that will also help mitigate the risk of any future hacking at-
tempts. 
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      “The secret to getting ahead is getting started” - Mark Twain   
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Change your password. Here, you will want to include any passwords for  other  accounts that are the 
same or similar to the compromised password. In creating new passwords, avoid using dictionary words or an-
ything personally identifiable (e.g., your birth date). Also, be sure that your passwords are at least eight charac-
ters long and include upper- and lowercase letters, numbers, and special characters. 
 
Modify the answers to your security questions. Either  make up answers to the questions or  add an extra 
letter or symbol to the real answers. That way, even if the hacker figures out the answers, he or she will still 
have a hard time accessing your accounts. For example, instead of answering “Jones” to the “What’s your 
mother’s maiden name?” question, add another symbol or character and make it “@Jones” or “JonesM.”  
 
Set up multifactor authentication. This feature requires you to provide more than a username and pass-
word to access your account. For example, an additional layer of authentication could be a passcode sent to 
your smartphone that you need to input when you log in. 
 
Review your email account settings. The hacker  may have altered your  account settings so that copies of 
received emails will be automatically forwarded to his or her account. So, even after you resecure your email 
account, the hacker can keep tabs on you. He or she could also have placed fraudulent links in your email sig-
nature and automatic replies. Be sure to check your settings and verify that these were not altered. 
 
Run a virus scan. It’s also possible that the hacker inserted malware into your system through your email ac-
count. This could enable him or her to conduct recon—meaning that all of your online activity would be auto-
matically reported back to the hacker and allow him or her to collect even more of your personal information. 
 
Ensure that there was no financial or personally identifiable information in your email account. If per-
sonal information was stored, such as your social security number (SSN), date of birth, or account numbers, 
strongly consider getting the compromised account numbers changed. In addition, have the banks or other or-
ganizations report the new numbers to you over the phone, not via email. Also consider credit monitoring, es-
pecially if all or part of your SSN was compromised. 
 
Protect Yourself! 
To protect your personal information, be wary about connecting to public Wi-Fi networks and what you trans-
mit over such networks, as this is one of the most common ways that cybercriminals obtain email addresses 
and passwords. In addition, be suspicious of unsolicited or spam emails. If you receive one from someone you 
know, let that individual know that his or her email may have been spoofed or hacked. By keeping these guide-
lines in mind, as well as the tips discussed here, you will be well positioned to keep your confidential infor-
mation secure. 

 
 

New IRS Withholding Tool 
Presented by Stephen Geremia 

 
As a taxpayer, were you disappointed by your 2018 tax return? Perhaps you found out that you owed taxes be-
cause your paycheck withholdings were insufficient. Or maybe your refund was smaller than you anticipated. 
Due to changes in tax withholding rates and limited deductions, the Tax Cuts and Jobs Act of 2017 created 
surprises like these for many taxpayers. Prior to the new law, taxpayers frequently received a refund due to 
excess withholding.  

 
“Not everything that can be counted counts, and not everything that counts can be counted” 
                     -Bruce Cameron 
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In response to taxpayer concerns, the IRS released the new Tax Withholding Estimator (Estimator). This 
tool lets you review your withholding amounts to see if they’re on the right track or if you should consider 
making changes. The Estimator can be accessed through the IRS website at https://www.irs.gov/individuals/
tax-withholding-estimator. Before using the Estimator, be sure to gather the information listed below. You’ll 
be able to see your results in minutes and can then decide whether to make changes to your current with-
holding allowance with your employer.   
 
Please note: The Estimator  was created with the average taxpayer  in mind. For  complex tax situations 
and additional information, please refer to IRS Publication 505 at https://www.irs.gov/pub/irs-pdf/p505.pdf.  
 
What You Will Need 
The IRS recommends gathering the following information before using the Estimator. 
 

Recent pay stubs  
Most recent income tax return 

 
Be ready to answer questions about your tax filing status, dependents, pretax contributions (such as retire-
ment or medical accounts), other sources of income, and tax credits.   
 
The Estimator will take you through some questions that will vary depending on whether you itemize or 
claim the standard deduction. To find out which items can be deducted, review IRS Topic No. 500 at https://
www.irs.gov/taxtopics/tc500. If you plan on itemizing deductions, gather information on the following ex-
penses: 
 

Medical and dental expenses 
Taxes paid 
Qualified mortgage interest paid 
Gifts to charity 
Casualty losses 
Other expenses that could be deducted 

 
The Estimator will not ask for personal identification information, such as name, date of birth, social securi-
ty number, or bank account numbers. Regarding the information you do enter, the Estimator will not save 
anything. It is a single-use calculator. 
 
Results Provided 
Once you’ve completed the questions, the Estimator will calculate whether you’re estimated to owe money 
or receive a refund for the 2019 tax year. In addition to this information, the Estimator will give two options 
for adjusting your withholding: 
 

Get My Balance Close to Zero 
I’d Like to Get a Refund   

 
Based on your selection, the Estimator will explain how to fill out a new Form W-4 and provide a link to the 
form. Once you download and complete the Form W-4, print it out and give it to your employer. Your 
paycheck withholdings will be adjusted accordingly. 
 
If you make changes to your withholding, the IRS recommends reviewing your selections again in 2020. As 
always, before making any decisions, a best practice is to consult your tax professional. 

“Invest in yourself. Your career is the engine of your wealth” - Paul Clitherone

https://www.irs.gov/individuals/tax-withholding-estimator
https://www.irs.gov/individuals/tax-withholding-estimator
https://www.irs.gov/pub/irs-pdf/p505.pdf
https://www.irs.gov/taxtopics/tc500
https://www.irs.gov/taxtopics/tc500
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To continue our support of local farms, we recommend that you 
visit Out Post Farm in Holliston for your upcoming Thanksgiving 
and Holiday needs. 


